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Abstract Interpretation

1 int ¢ = input();
2

3 assume (c > 0) ;

4

5 while(c < 10) {
6

7 c =c¢c + 1;

8

9 }

10

11 assert(c = 10);
12
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Abstract Interpretation

1 int ¢ = input();
2 c = [—o0,00]

3 assume (c > 0) ;

4 ¢ =10,00]

5 while(c < 10) {
6 c = [0, 9]

7 c = c + 1; —_—_—
8

9 }

10 c = [10, oo]

11 assert(c = 10);
12
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Abstract Transformer
[ll, 1’1] _|_Ti [12, 1’2] = [(ll aF 12), (1’1 aF 1’2)]

[0,9] +%1,1] = [(0+1), (9 + 1)]
= [1/ 10]

These abstract transformers
need to be created for every
concrete operations
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Abstract Interpretation
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Abstract Transformer

Concrete Domain Abstract Domain
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Abstract Transformer

f e Tricky even for trivial operation
e Error-prone

Concrete Domain Abstract Domain

pkalita@cse.iitk.ac.in SAS 2024 4/39



Problem statement

Can we automatically synthesize an abstract transformer for any operations?
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Problem statement

Can we automatically synthesize an abstract transformer for any operations?

Given the
@ concrete semantics qu of a concrete transformer f,
@ description of an abstract domain (A, Z, 1), and its relation to the concrete domain

(a,7, B), and
@ a domain-specific language L,

synthesize a best abstract transformerfAti of f for A'in L.

We build a tool, 3171?? (AMURTH?), that solves the above problem.

aPankaj Kumar Kalita, Sujt Muduli, Loris D’Antoni, Thomas Reps, Subhajit Roy, Synthesizing Abstract
Transformers, OOPSLA 2022
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Challenges

o ﬁi may not be computable.
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Challenges

o ﬁi may not be computable.

(2] fAIi may not be expressible in L.

© Precision defines a partial ordering on abstract transformers, softt € L may not be unique.
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Algorithm Overview

@ AMURTH uses counterexample-guided inductive synthesis (CEGIS) strategy.
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Algorithm Overview

@ AMURTH uses counterexample-guided inductive synthesis (CEGIS) strategy.

o Attempts to meet the dual objectives of soundness and precision

@ Correspondingly, the algorithm is guided by two kinds of examples,

o Positive Example (E™):

{a,c’y such that, ae A, ¢ € C and ¢ € 7(f*(a))

o {[5,9],10) (increment in interval domain)

o Negative Example (E7):

{a,c"y such that,ae A, ¢ € C and Hff € L such that, ¢’ ¢ 'y(ff(a))

o ([5,9],2) (increment in interval domain)

@ Soundness and precision verifiers drive two CEGIS loops.
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Algorithm

sound? precise?
'l' “‘ 'l ‘\
Check || Soundness A Generate & Precision 1 Check
Soundness | . CFECIS . Rrarefones i 1 Precision
<
positive example negative example
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Algorithm

sound?
Check . Soundness A
Soundness | : CEGIS

precise?

Generate
Transformer

positive example

Additional algorithmic
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: Precision
A 3 Check
. CEGIS . .
! | Precision
<«

negative example

components are needed! (see the paper for details)
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Amurth in action!

FH=2a: U{B(f(c)) | ci € 1(a))
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Amurth in action!
fhe < Aa.[0,2]
A~ Positive counterexample: ([0, 5],3)

FH=2a: U{B(f(c)) | ci € 1(a))
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— Aa.[0,a.l+ a.r]

abs

Ft=2a: U{B(f(c)) | ci € 1(a))
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ffbs — Aa.[0,a.l+ a.r]
Negative counterexample: ([3,7],8

FH=2a: U{B(f(c)) | ci € 1(a))
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Claims

Theorem 1

If Algorithm terminates, it returns a best L-transformer for the concrete function f.

Theorem 2

If the DSL L is finite, algorithm always terminates. ‘
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This paper

From single domain to reduced product domains.
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Odd and Even interval domain

@ Odd interval domain:
ao(S) = [isOdd(min(S)) ? min(S) : min(S) — 1,
isOdd(max(S)) ? max(S) : max(S) + 1]

xo({4}) = [3,5]
Yo(lLr]) = {x[I<x <71}

@ Even interval domain:
ag(S) = [isEven(min(S)) ? min(S) : min(S) — 1,
isEven(max(S)) ? max(S) : max(S) + 1]

ap({5}) = [4,6]
(L) = {x[I<x<r}
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Product Domain

Odd-Interval Domain Even-Interval Domain
AO Ag
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Product Domain

Odd-Interval Domain Even-Interval Domain
AO Ag

ap € Ao, ae € AE.
')’OxE(<ﬂo/ ae>) :'YO(QO) M 'YE(ae)
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Transformers for increment

inc(c) =c+1
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Transformers for increment

inc(c) =c+1

inc®((o,e)) = ([ 0.1 ,0.r + 2],[ e.1 ,e.r + 2]
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Transformers for increment

inc(c) =c+1

Odd-Interval Even-Interval

N
~ ~

inc®((o,e)) = ([ 0.1 ,0.r + 2],[ e.1 ,e.r + 2]

inc®(([5,7],4,6])) = ([5,9], [4,8])
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Direct Product vs Reduced Product

<g1 az “ e an>
Lol !
b 4D ﬁD>
1 2 n
! 1 !
@y ay  -eoay)

Direct-product transformers

pkalita@cse.iitk.ac.in

SAS 2024

<a1 az an>
=
R

AR AR
1 1 1

@ a @)

Reduced-product transformers
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Reduced-Product Transformer

[ inc(c) =c+1 ]

Odd-Interval Even-Interval
A A

ls ~N ls ~N

inc®((o,e)) = ([ 0.1 ,0.r + 2],[ e.1 ,e.r + 2]

inc®(([5,7],4,6])) = ([5,9], [4,8])
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Reduced-Product Transformer

[ inc(c) =c+1 ]

Odd-Interval Even-Interval
A A

ls ~N ~N
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inc®(([5,7],4,6])) = ([5,9], [4,8])

Odd Interval Even-Interval

~

inc®((o,e)) =([e.1 + 1, e.r + 1],[0.1 + 1, o.x + 1]
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Reduced-Product Transformer

[ inc(c) =c+1 ]

Odd-Interval Even-Interval
A A

ls ~N ~N

inc®((o,e)) = ([ 0.1 ,0.r + 2],[ e.1 ,e.r + 2]

inc®(([5,7],4,6])) = ([5,9], [4,8])

Odd Interval Even-Interval

~

inc®((o,e)) =([e.1 + 1, e.r + 1],[0.1 + 1, o.x + 1]

inc™({[5,7],[4,6])) = {[5,7],[6,8])
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Problem statement (Reduced-Product Domain)

Given the
@ concrete semantics @y of a concrete transformer f,
@ description of an abstract domain (A, =, 1), and its relation to the concrete domain

(a, 7, B), and
@ a domain-specific language L,

synthesize a best abstract transformerfAti of f for A'in L.
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Problem statement (Reduced-Product Domain)

Given the
@ concrete semantics @y of a concrete transformer f,

@ description of abstract domains ((A1,..., A, {(E1,...,Ey), {1, ..
relation to the concrete domains ({ay, ..., 2, {y1, .-, Yn), {1, --

@ domain-specific languages L1,..., L,

synthesize a sound and most precise reduced abstract transformer %R

iR R

NI L IER

., Uy)), and its

.,Bn)). and

#R
s n

)
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Problem statement (Reduced-Product Domain)

Given the
@ concrete semantics <I>f of a concrete transformer f,
@ description of abstract domains ((Ay,...,A;),{E1,...,En),{U1,...,y)), and its
relation to the concrete domains ((aq, ..., @), {v1,---, Yn), {B1,---,Bny), and
@ domain-specific languages L4, ..., L,

synthesize a sound and most precise reduced abstract transformerftiR : <ffR, ztR, e, ,§R>

We build AMURTH2 to solve the above problem.
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Why Not Amurth?

Why not use AMURTH?
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Why Not Amurth?

Why not use AMURTH?

AMURTH is only
for one domain

Take the product
of domains

Good idea,
but will it scale?

o
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Why Not Amurth?

Try it out

pkalita@cse.iitk.ac.in SAS 2024 19/39



Why Not Amurth?

Try it out

pkalita@cse.iitk.ac.in

AMURTH could not
synthesize transformers for
addition even in 10 hrs

SAS 2024

0)0)

19/39
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synthesize transformers for A~
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synthesizing transformers
independently using AMURTH?
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Why Not Amurth?
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synthesize transformers for A~
addition even in 10 hrs

What about
synthesizing transformers O O
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Why Not Amurth?

incidd(o.l, o.r,el, er);

A incﬁeven(o.l,o.r,e.l,e.r);
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Why Not Amurth?

incidd(o.l, o.r,el, er);

A incgven(o.l,o.r,e.l,e.r);

best; + besty # best 910
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best; + best; # best

Consider, abstracting . using

abstraction.
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best; + best; # best
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Positive and Negative Example
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Positive and Negative Example
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Positive and Negative Example

\'

=

n2

{ay,ap, ..., ay),c)is a

@ positive example, if it is contained in all transformers (shared)
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Positive and Negative Example

=
n2
Uy, ap,...,a0),c") is a
@ positive example, if it is contained in all transformers (shared)

® negative example, if there is any one domain whose transformer excludes it (private)
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Algorithm

Domains

<u®

>
»

.

4

Global Positive Example Set

Check
I Soundness I
Generate
Transformer
I Check I
Preci

Example Set . Example Set <
T

All Sound and Precise

<BBEBE>

Reduced Transformer
SAS 2024 23/39
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L %
Y Y
‘ Global Positive Example Set ‘
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Private Negative Private Negative
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k-Precision

@ Synthesize k transformers at a time
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k-Precision

@ Synthesize k transformers at a time
@ We showed 1-precision: iterating over each domain

o Conjecture: k-precision can be weaker than (k + 1)-precision
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Claims

Theorem 3

If Algorithm terminates, it returns a sound Ly-transformer for the concrete function f for each
domain k.

Theorem 4

Synthesized transformers will be 1-precise.

Theorem 5

Even though each DSLs, (L1, ...,Ly) is finite, algorithm might not always terminate.
However, in practice, no case of non-termination detected.
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Experiment

@ Performed on two product domains, JSAT and SAFE (part of SAFEg,?!)

@ Evaluated on six operations, i.e., concat, contains, toLower, toUpper, charAt,
and trim

@ Except contains, synthesized transformers are more precise than the manually written
ones

1R. Amadini, A. Jordan, G. Gange, F. Gauthier, P. Schachte, H. Sgndergaard, P. J. Stuckey & C. Zhang, “Combining String Abstract Domains for JavaScript
Analysis: An Evaluation”, in TACAS'17
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SAFE Domain

@ SS; Domain: Set of strings of size k

C Cl<k

ass,(C) = c .
Tss, otherwise

A A#Tss

A) = k
Vs (4) {Z* otherwise
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SAFE Domain

@ SS; Domain: Set of strings of size k

C Cl<k

ass,(C) = c .
Tss, otherwise

A A#Tss

A) = k
Vs (4) {Z* otherwise

e NO Domain:

Number : —3, 0, 2, 2.35, —0.23, NaN, ...
Others : Everything else
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SAFE Domain

Tno
N
NuUMSTR OTHERSTR

~N

Iyvo
Lattice for N O

pkalita@cse.iitk.ac.in

Tss,

AN

{5,NaN} --- {bob,the}

[ )

{5}---{NaN} {bob} -{the}

NN

Lss,
Lattice for SSi
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trim in SAFE

trinfpey (arg:) {

out <« argy
if (argy.ssk ¢ {Tss, Lss, P {
sset —J
for(x « argj.ssk)
sset «— sset U {trim(x)}
out.ssk —asg, (sset)
}
if (argi.no = OTHERSTR)
return (out.ssk, T o)
else
return out

Manually written

trim

tD

D (“.123.") = (“123", o)

pkalita@cse.iitk.ac.in

trimusEFE(argi) {
if (argy.ssk ¢ {Tss,, Lss P {
sset «— (J
for(x « argj.ssk)
sset « sset U {trim(x)}

’ out.no «— apo(sset) ‘

out.ssk < agg, (sset)
return out
} else {
if (argi.no = OTHERSTR)
return (argi.ssk, T o)
else
return argy

Synthesized by AMURTH2

’ trimﬁsiFE("uulz?)u") = <”123",NUMSTR>‘
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trim in SAFE

J

&

x = trim("._.123.

) x = trim("_321._")

SAFE,,,

X = <{"123"}, Tyno)

AMURTH2

x = ({"123"}, NUMSTR)

SAFE,

x = ({"321"}, Tyvo)

AMURTH2

x = ({"321"}, NUMSTR)

v =

SAFE,,,

y = (Tsse Twvo)

AMURTH2

y = (Tss,, NUMSTR)
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Conclusion

@ Synthesis of abstract transformer is hard, but synthesis of reduced product transformer is
even more challenging
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Conclusion

@ Synthesis of abstract transformer is hard, but synthesis of reduced product transformer is
even more challenging

@ Reduced product transformers synthesized by AMURTH2 are more precise than the
manually written ones
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Failed Consistency
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Failed Consistency
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Failed Consistency

Inconsistent: no fE'i € L that satisfies all positive and negative examples.
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Failed Consistency

Occam'’s razor
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Failed Consistency

Occam’s razor
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Soundness Check

a,c’y, wherea e A, and ¢’ € C, such that.
dce C,cey(a) A Pr(c, ) nc' ¢ 'y(fEﬁ(a)) (1)

Let us now define the interface:

N
CHECKSOUNDNESS(fL, ) = {False,<a,c> if (1) is SAT

True, _ otherwise
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Precision Check

It e L,(a,c > wherea € A, and ¢’ € C, such that.
sat™ (h%,EJF) A sat™ ( JET U {la,cdH}) A —sat™ (fE,{<a A} (3)
We can now define the CHECKPRECISION interface:

False,{a,c"y if (3) is SAT

CHECKPRECISION(ff, E*, E7) = .
E True, _ otherwise
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Soundness Check (Reduced)

dcel. (/\c € vi(a;)) nc =f(c) A (' ¢ 'yk(f,fR(al,...,an)) (5)

i=1

CHECKSOUNDNESS(f,fR,f) =
{Fa/se, {ay,...,an), ¢y if Eqn5 is SAT

True, _ otherwise
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Precision Check (Reduced)

IR, ay, . .. an), ¢y, st satlt (HNEY) A
satl~ (%, EZ O {{ar, .. a0), DY) A (6)
—sat™ (IR, LR (K, an), E)))

CHECKPRECISION((FIR .. fERY, f, i, E¥ E7) =

{False, {aq, ..., an),c"y if Eqn 6is SAT

True, _ otherwise
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